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Introduction

The wiretap channel occupies a central place in the study of
information theoretic security.

[Wyner, 1975]

The focus of this talk is on optimal input distributions for
memoryless vector or non-Gaussian wiretap channels.
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Problem Formulation

Formally, the wiretap channel is described by PY1,Y2|X:

I X is defined on (Rn,B(Rn)) with distribution PX.

I (Y1,Y2) is defined on (R2n,B(R2n)).

Input constraints:

I E(PX) = X ⇒ Support constraint.

I EPX
[f (X)] ≤ 0 ⇒ Moment constraint.

The set of all distributions PX satisfying these constraints is
denoted by F(X , f ).

Our focus is on physically degraded wiretap channels:

PY1,Y2|X = PY1|XPY2|X.
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Problem Formulation

The secrecy capacity of a general physically degraded wiretap
channel is given by

Cs = sup
PX∈F(X ,f )

I (PX,PY1|X)− I (PX,PY2|X).

Fact: The objective

I (PX,PY1|X)− I (PX,PY2|X)

is concave in PX.

Our approach: Convex optimization methods to study P∗X.
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Problem Formulation

The secrecy capacity of a general physically degraded wiretap
channel is given by

Cs = sup
PX∈F(X ,f )

I (PX,PY1|X)− I (PX,PY2|X).

Regularity Assumption: There exists at least one solution to
the optimization problem for the secrecy capacity, denoted by
P∗X satisfying EP∗

X
[f (X)] = 0.

By the extreme value theorem, this assumption is satisfied when
the objective is weakly continuous and the constraint set is weakly
compact.
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General Questions

A number of works have addressed variations on scalar wiretap
channels:

(i) DMC [Wyner, 1975]

(ii) Scalar Gaussian, average power constraint
[Leung-Yan-Cheong, 1978]

(iii) Poisson, peak power constraint [Laourine, 2012]

(iv) Gaussian, peak power constraints [Ozel, 2015]

and vector Gaussian wiretap channels:

(v) [Oggier, 2011]

(vi) [Bustin, 2009] (emphasis on MMSE-based methods)

(vii) [Khisti, 2010]
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General Questions

We address two new questions:

Question 1: What is the optimal input for an additive vector
Gaussian channel with general linear constraints?

Question 2: Under what constraints are the same class of
input distributions optimal for both wiretap and point-to-point
channels?
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Necessary and Sufficient Conditions for Optimality

The KKT conditions for the problem (also known as the Smith
conditions)

Cs = sup
PX∈F(X ,f )

I (PX,PY1|X)− I (PX,PY2|X).

can be conveniently written in terms of the information density

i(x,PX,PYk |X) = E
[

log
PYk |X(Y|X)

PYk
(Y)

|X = x

]
, k = 1, 2.
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Necessary and Sufficient Conditions for Optimality

Under the regularity assumption, the Smith conditions are
necessary and sufficient for a solution P∗X to be optimal:

(a) For all x ∈ E(P∗X),

i(x,P∗X,PY1|X)− i(x,P∗X,PY2|X)

− λ(f (x)− EP∗
X

[f (X)])

= I (P∗X,PY1|X)− I (P∗X,PY2|X).

(b) For all x ∈ X \ E(P∗X),

i(x,P∗X,PY1|X)− i(x,P∗X,PY2|X)

− λ(f (x)− EP∗
X

[f (X)])

< I (P∗X,PY1|X)− I (P∗X,PY2|X).
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Vector Gaussian Channels

Question 1: What is the optimal input for an additive vector
Gaussian channel with general linear constraints?

Let Z1 ∼ N (0, In×n) and Z2 ∼ N (0, In×n).

The input-output relationships for the wiretap channel are then

Yk =
√

snrkX + Zk , k = 1, 2.

The input X satisfies PX ∈ F(X , f ).

Any pair X , f satisfying the regularity assumption is valid.
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Vector Gaussian Channels

By adopting the perspective from convex optimization theory,
Smith’s conditions constrain the structure of optimal input P∗X:

(i) if snr1 > snr2, then P?X is unique;

(ii) if f (x) = ω(‖x‖2), then there exists some R > 0 such that
E(P?X) ⊂ B0(R) (i.e., P?X has bounded support);

(iii) if f (x) = a‖x‖2 − b, for some strictly positive reals a and b,
then P?X is N (0, ba In). Moreover, this is the only choice of f
under which a Gaussian distribution is optimal;

(iv) if f (x) = o(‖x‖2), then for all R > 0 we have that
E(P?X) ∩ B0(R)c 6= ∅.

We also have further structural results, see the paper.
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An Extremal Inequality

Theorem
Consider an n-dimensional degraded Gaussian WC under the
assumption that PX ∈ F(B0(R)) for some R > 0 such that√

snr1R ≤
√
n. Let also X◦ be uniformly distributed in C(R).

Then, the following holds

max
PX∈F(B0(R))

h(
√

snr1X + Z1)− h(
√

snr2X + Z2)

= h(
√

snr1X
◦ + Z1)− h(

√
snr2X

◦ + Z2).

Again, this result can be obtained by considering the Smith
conditions.

It bears similarities to the extremal inequalities in [Liu, 2007], with
applications to problems with amplitude constraints.
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Scalar Non-Gaussian Noise Channels

Question 2: Under what constraints are the same class of
input distributions optimal for both wiretap and point-to-point
channels?

Let N1 and N2 be independent and follow the Cauchy distribution,
with

fNk
(x) =

1

πγk

(
1 +

(
x
γk

)2) ,
and

Yk = X + Nk , k = 1, 2.
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Scalar Cauchy Noise Channels

Theorem
Consider the degraded Cauchy WC subject to
PX ∈ {QX ∈4

(
R,B(R)

)
: EQX

[f (X )]=0}, for some particular
function f . Let also P > 0 be fixed and XC be C(0,P). Then,

max
X

I (X ;X + N1)− I (X ;X + N2)

= I (X ;XC + N1)− I (XC ;XC + N2),

if and only if

f (x) = λ log


(
P+2γ1
P+γ1

)2
+
(

x
P+γ1

)2
(
P+2γ2
P+γ2

)2
+
(

x
P+γ2

)2
 ,

where f is unique up to the multiplicative constant λ.
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Scalar Cauchy Noise Channels

Observation: The input constraint

f (x) = λ log


(
P+2γ1
P+γ1

)2
+
(

x
P+γ1

)2
(
P+2γ2
P+γ2

)2
+
(

x
P+γ2

)2
 ,

depends on the channel through γ1, γ2.

One interpretation of this constraint is that it is in fact a
constraint on the output statistics.

As γ2 →∞, the constraint reduces to the logarithmic constraint in
[Fahs, 2014] for point-to-point channels with optimal Cauchy
inputs.
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Scalar Exponential Noise Channels

Question 2: Under what constraints are the same class of
input distributions optimal for both wiretap and point-to-point
channels?

Let N1 and N2 be independent and follow the exponential
distribution, with

fNk
(x) = λke

−λkx .

and

Yk = X + Nk , k = 1, 2.
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Scalar Exponential Noise Channels

In the point-to-point setting, from [Verdú, 1996]:

Theorem
Let N be an exponential random variable with parameter β > 0
and X ∗ be distributed according to

fN(u) = αδ0(u) + (1− α)βe−βu

with α = c
c+β and 1

λ = 1
c + 1

β . Then, for all PX supported on R+

satisfying the constraint E[X − 1
c ] = 0,

I (X ;X + N) ≤ I (X ∗;X ∗ + N).
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Scalar Exponential Noise Channels

For the physically degraded wiretap channel, the input
distribution

fN(u) = αδ0(u) + (1− α)βe−βu

does not achieve the secrecy capacity.

Conjecture

The only additive noise channels for which the optimal input is the
same (up to a linear transformation) for point-to-point and wiretap
is channels are those with stable noise.
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Conclusions

Our focus: Optimal input distributions for physically degraded
wiretap channels.

As in the point-to-point case, convex optimization methods play a
key role.

In vector Gaussian models, new extremal inequalities.

In scalar non-Gaussian models, new characterizations of input
constraints for which it is optimal to match the input to the noise.
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