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A Fundamental Communication Problem

A central problem of communication theory is how to reliably send
information from one point to another in the presence of noise.

The problem of characterizing fundamental limits of
communication can be formalized independently of the application.
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Reliable Communication

This formalization was originally developed by Shannon and is now
known as (a part of) information theory.

Figure: Roth, Introduction to Coding Theory

The goal is to optimize the communication strategy (i.e., the
encoder and decoder) to ensure a low probability of error.
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Reliable Communication

More formally, we are interested in sending one of
M = {1, . . . ,M} messages over n channel uses.

The encoder is the function E :M→ X n which takes a message
and maps it to a sequence of symbol (X1, . . . ,Xn) ∈ X n which is
sent through the channel.

The channel is modeled by the random transformation PY n|X n that
takes a sequence of inputs X n = (X1, . . . ,Xn) and outputs the
random sequence Y n = (Y1, . . . ,Yn).

The output is a random vector ⇒ the input sequence
corrupted by noise

The decoder is the function D : Yn →M, which forms an
estimate m̂ ∈M of the message that was sent based on the
observation Y n ∈ Yn.
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Reliable Communication

To give a concrete example, suppose that we have M = {0, 1} and
X = Y = {0, 1}.

In this case, the channel is modeled by the random transformation

PY=0|X=0 = 1− p

PY=1|X=0 = p

PY=0|X=1 = p

PY=1|X=1 = 1− p.
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Reliable Communication

We say that the communication system is ε-reliable if the
probability

P
(n)
e = Pr(m̂ 6= m) < ε.

An key insight of Shannon is that we can obtain a lot of insight if
we consider the reliability constraint

P
(n)
e → 0, as n→∞.

In particular, suppose PY n|X n = PY1|X1
PY2|X2

· · ·PYn|Xn
. Then, for

the reliability constraint to be satisfied, the rate of communication
must satisfy

logM

n
< sup

µX∈P
I (X ;Y ),

I (X ;Y ) =
∑

x∈X ,y∈Y
Pr(X = x ,Y = y) log

Pr(X = x ,Y = y)

Pr(X = x)Pr(Y = y)

= H(Y )− H(Y |X )
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A Question

What does this framework have to do with molecular signaling
in biology?

Figure: Jonathan Lorand
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A Question

What does this framework have to do with molecular signaling
in biology?

???
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Artificial Molecular Communications

However, the situation is different for artificially introduced
molecular communications (e.g., in cooperative networks for
disease detection).

In this setting, we are lead to a few questions:

1. What are the fundamental limits for isolated communications?

2. What are the fundamental limits when external biochemical
processes are present?
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Fundamental Limits for Isolated Communications

For this setting, it is possible to apply Shannon’s framework.

For example:

I Message m ∈M.

I The encoder E maps from M to the number of released
molecules.

I The decoder D maps from the number of observed molecules
to an estimate of the message m̂ ∈M.
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Coexistence in Molecular Communications

Consider a molecular communication system in the presence of a
biological system.

1. What impact does the biological system have on
communication?

2. What impact does communication have on the biological
system?

3. What new communication constraints are required?
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Communication and Biological Function

What does it mean to say the molecular communication systems
impacts a biological system?

Our interpretation is that the information molecules affect the
function of the biological system.

Changes to the function are quantified by changes to steady-state
concentration levels within the biological system.
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Communication and Biological Function

This kind of intepretation is motivated by scenarios such as
bacterial chemotaxis.
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Modeling Chemical Kinetics

The steady state concentrations of chemical species are often
modeled via chemical reaction networks

E + S
k1→ ES

ES
k2→ E + S

ES
kcat→ E + P

d[E ](t)

dt
= −k1[E ](t)[S ](t) + k2[ES ](t) + kcat [ES ](t)

d[S ](t)

dt
= −k1[E ](t)[S ](t) + k2[ES ](t)

d[ES ](t)

dt
= k1[E ](t)[S ](t)− k2[ES ](t)− kcat [ES ](t)

d[P](t)

dt
= kcat [ES ](t)
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The Underlay Problem

Let X be the number of information molecules released by the
transmitter. We require that the steady state concentration of
the biological system , Φ(X ), satisfy

|E[Φ(X )]− E[Φ(0)]| < δ.
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Some Assumptions and a System Model

After a period of T seconds following a transmission, the biological
system reaches steady state.

After a further period of T ′ seconds, the biological system returns
to its initial state.

These assumptions yield two discrete memoryless channels:

I Tx→Rx: (X ,PY |X ,Y)

I Tx→Biological System: (X ,PZ |X ,Z)

We also assume there is a symbol for no transmission x0.

The problem is therefore to ensure that:

1. Ensure average error prob. P
(n)
err → 0 as n→∞.

2. |E[Φ(Z )]− E[Φ(Z )|X = x0]| < δ.
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Connection to Covert Communications

Credit: Yan et al., 2017

Formally, the problem is to ensure that

1. Ensure average error prob. P
(n)
err → 0 as n→∞.

2. limn→∞D(PZ||PZ|X=x01) = 0.
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Connection to Covert Communications

In the underlay molecular communication problem, we have

|E[Φ(Z )]− E[Φ(Z )|X = x0]| ≤ C
√
D(PZ||PZ|X=x01)

Therefore, a natural relaxation of the problem is to require that

lim
n→∞

D(PZ||PZ|X=x01) = 0

I.e., the same constraint as in the covert communication problem.
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Towards Fundamental Limits

Via work by Bloch [Bloch, 2016] on covert communications, a
fundamental limit for communication can be now obtained.

Theorem
Consider a molecular communication system using the underlay
strategy with P1 � P0, Q1 � Q0 and Q1 6= Q0. For any
ξ ∈ (0, 1), there exist communication schemes such that

lim
n→∞

D(Q̂n||Q⊗n0 ) = 0, lim
n→∞

Perr = 0,

lim
n→∞

logM√
nD(Q̂n||Q⊗n0 )

= (1− ξ)

√
2

χ2(Q1||Q0)
D(P1||P0)

In particular, the number of messages scales with
√
n, known as

the square root law.
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Scaling Laws

To get some intuition, consider a molecules communication system
where:

I Each molecule reaches the receiver with probability pC .
I The number of interfering molecules at the receiver is poisson

with rate λC .
I The number of naturally occuring molecules at the biological

system is poisson with rate λZ .
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Observations

There are three basic ways that coexistence can be supported:

I Do not allow any perturbation of the steady states:

⇒ perturbed attractor theorems.

⇒ perform “spectrum sensing” and only transmit when there
are no external systems.

I Allow a limited perturbation of the steady states

⇒ divergence constrained communications.

I Build molecular communications into the function of the
biological system.
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Observations

In order to apply these techniques, it is also necessary for the
molecular communication system to understand its environment.

If general purpose nanoscale networks are feasible, then this
inference problem must be solved online.

That is, the devices in the molecular communication system may
require biocircuits to perform machine learning. Probably with only
a small number of samples.

It seems that this is an open problem.
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Conclusions

This work was motivated by trying to understand how classical
communication frameworks apply in the context of molecular
communications.

Our key interest is how to optimize the transmission strategy while
satisfying new constraints imposed by the presence of biological
systems.

We now have an information theoretic formalization of the problem
linking to covert communications.

Nevertheless, some assumptions are too restrictive. In particular,
accounting for memory in the channel to the biological system is
required.
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